010/17KeTHOE yupexieHue NpodeCccHOHATBLHOTO 06pa3oBaHus XanTeI-MaHCHICKOr0 aBTOHOMHOI0
oKkpyra - FOrpe1 «Hsiranckuii Texno1orn4eckuii KOJLJIe/IK»
(BY «Hsranckmii TexHoornyeckuii KOJLJIEIK»)

ITPUKAS3
«/ly___OF 2017r. N 292

Hsraup

06 ymeepocoenuu nonoxcenus 06 obecnevenuu be3onacHocmu nepcoHansHbix OanHbIX

Bo  ucnonnenne  TpeGosanmit OQenepanbhoro  3akoma  Nel52-®3 ot 27.07.2006 L.
«O mepcoHaNBHBIX JAHHBIX», A TAKIKE [POYHX HOPMATHBHBIX IOKYMEHTOB I10 3aIUTe HH(OPMALIHH,

ITPUKA3BIBAIO:

1. VrBepmute npunaraemoe Ilomoxenue 06 obecriedyennn 6e30MacHOCTH IIEPCOHATBHBIX
AQHHBIX, 00pabaThlBAEMBIX B MH(MOPMALHOHHBIX CHCTEMAX NEPCOHANBHBIX NaHHbIX BY «Hsarauckwmii
TEXHOJIOTHYECKUH KOJUIeK» (anee — [Tonoxenwue).

2. OTBETCTBEHHOMY 3a OpraHM3aIHIO 00pabOTKH MNEPCOHANBHBIX JAaHHBIX OGECIeIHTS
BBIIIOJTHEHHE TpeboBaHmii [TomoxxeHus.

3. TpeboBanus npumaraemoro IlonoxeHus AOBECTH 10 pPabOTHHKOB, HEIOCPEICTBEHHO
OCYIIECTBIISAIOLIMNX 3AIIUTY MEPCOHATBHBIX JaHHbIX.

4. KoHTpoIb 32 HCIOTHEHHEM HACTOSIIErO IpUKa3a OCTaBJISIO 3a COOOIA.

”

W.o. nupexropa 7 /g/ '/ W JEL | O. B. Ilepmunosa



IIpuioxenne No 1 k NpUKa3zy

ot « 72 » o f 2017 r. Ne A7

IHOJOXEHUE
00 obecrieyeHHH 6Ge30MACHOCTH NepPCOHAJIbLHBIX TaHHBIX,
oOpabGaTeIBaemMbIX B HH(pPOPMALHOHHBIX CHCTEMAX MEePCOHAJIBHBIX JAHHBIX
BY «Hsranckuii TexHoJ10rn4ecKuii KOJLJIE 1K

Hsraus
2017



1. OcHoBHBIE TepMHHDBI 1 onpeaeJeHHs

ABTOMATH3HpOBaHHas 00paloTKa NepCOHANBHBIX AAHHBIX - 00paboTKa MepcoHaIBHBIX
AQHHBIX C MOMOILIBIO CPEJICTB BHIYHCIUTENBHON TEXHUKH.

bJiokuposanune nepconanbHbIX JaHHBIX - BPEMEHHOE NpEKpalleHne 06pabOTKU MepCOHATBHBIX
AAHHBIX (32 HCKIIOYECHHEM CIIy4YaeB, eciu obpaboTka HeoOXomuma IS YTOYHEHHUS IE€PCOHAIBHBIX
JIaHHBIX).

OGpaboTka nepcoHaNbHBIX AaHHBIX - JHOGOE AedcTBre (omepauus) Wi COBOKYITHOCTB
ACHCTBUA (omepaumii), coBepmIaeMbIX ¢ HCIIOJIb30BAHUEM  CPE/ICTB aBTOMATH3alUH MM Ge3
HCIIOIL30BAHMS TAKMX CPEJICTB € NMEPCOHANBHBIMU JAHHBIMH, BKIIOYAs cOop, 3ammch, CHCTEMATH3ALHIO,
HaKOIICHHE, XpaHEHHE, yTOYHEHHE (OGHOBIICHME, H3MEHEHHE), U3BJIEYCHHE, HCIIOJIb30BAHME, nepegaqy
(pacmpocTpaHeHue, npeIoCTaBIIEHHE, A0CTYI), 00e3TMIuBaHKe, GIOKHPOBAHHE, YIAQJICHHE, YHHYTOXECHHE
[I€PCOHANIBHBIX JaHHBIX.

OcHOBHBIE TeXHHYECKHE CPEICTBA H CHCTEMBI - TCXHUYECKHE CPEJICTBA U CHCTEMBI, a TAKIKE UX
KOMMYHHKAIIHH, UCTIONB3YEMBbIE JUIs 00pabOTKH, XpaHEHHUS U NIE€pelavy MePCOHANBHBIX JaHHBIX.

Omneparop - rocynapcrBennsiit OpraH, MyHHIHNAIbHBIH OpraH, IOPHAMYECKOE WITH (BU3HYECKOE
JIAIO, CaMOCTOSATEIBLHO HIIK COBMECTHO C APYTMMH JIMIAMH OpPraHM3yIOIIUe U (UJIM) OCYILECTBIISIOLIHNE
00pabOTKy IepPCOHANBHBIX JaHHBIX, 4 TAK)Ke ONpENEAIOHE HETH 00pabOTKH IePCOHANBHBIX JAHHBIX,
COCTAB MEPCOHATBHBIX JNAHHBIX, MOIIEKAMX OOPabOTKe, AeHCTBHS (omepanuu), cosepiracMsie ¢
II€PCOHAILHBIMH JJAHHBIMH.

Ilepconansubie gaHHbIe - MIOGas HHpOpPMALUsl, OTHOCAIIAsACS K OpsIMO HMJIK  KOCBEHHO
OIPCEICHHOMY, HIIH ONPE/IE/IIEMOMY (PH3HYECKOMY JTHILY (cyOBeKTy 1mepcoHaIbHBIX JAHHBIX).

HpeI[OCTaBJ]eHHe NE€PCOHAIBHBIX JAHHBIX - }IeﬁCTBHH, HaripaBJICHHBIE Ha packKpeITHEe
IIE€PCOHAJIBHBIX JAaHHBIX OIIPEIEIICHHOMY JIMy HIIN OIIPEACIIEHHOMY Kpyry Juim.
PacnpOCTpaHeHne NEPCOHAJIBHBIX JaHHBIX - I[CﬁCTBI/IH, HallpaBJICHHbBIE Ha PpacCkKpeITHe

TICPCOHANIBHBIX TAHHBIX HEOIPEIEICHHOMY KPYT'Y JIHII

YHUYTOKEHHE NePCOHAIBHBIX JAHHBIX - NICHCTBUS, B pe3y/ibTaTe KOTOPBIX CTAHOBHTCS
HEBOSMOXHBIM BOCCTaHOBUTb COJEPIKAHHE TEPCOHANBHBIX JAHHBIX B HUHQPOPMAIIMOHHOM CcHCTeMe
CPCOHANLHBIX NaHHBIX M (HJIM) B pe3yJbTaTe KOTOPBIX YHHYTOXKAIOTCS MaTepHajibHble HOCHUTEIH
NEePCOHATIBHBIX JaHHBIX.

2. Oo6mmue nosioxkeHus

2.1 Hacrosmee [Tonoxenue 06 obecrneueHnu 0€30MaCHOCTH TEPCOHANBHBIX MAHHbIX (manee —
[Tonoxenue), o6pabaTbiBaeMbIX B HH(OPMAIMOHHBIX CHCTEMAX MEPCOHATBHBIX TaHHBIX BY «Hsiranckuit
TEXHOJIOTUYECKUH KOJUIEIK», pa3paboOTaHO B COOTBETCTBHH ¢ 3aKOHOJATENBCTBOM Poccuiickoii
Deziepalluy 0 MEPCOHANBHBIX AAHHBIX H HOPMaTHUBHO-METOIUYECKHMHU JOKYMEHTAMHU HCIOIHUTEhHBIX
OPraHoB TOCYZapCTBEHHOM BJIACTH IO BOIPOCAM 0€30MaCHOCTH NEPCOHATBHBIX JaHHBIX MPH HX
00paboTke B HH(YOPMAIHOHHBIX CHCTEMAX.

2.2 Hacrosmee Ilonoxenue ONpPEACTACT COCTaB M COAEPKAHHE OPraHU3ALUOHHBIX U
TCXHHUYECKHX MEp M0 OOeCleYeHHI0 Ge30MacHOCTH MepPCOHATBHBIX AHHBIX opu uX o0paboTke B
HH(POPMAIHOHHEIX CHCTEMaX.

2.3 Hacrosimee Ilonoxenune BCTYIIaCT B CHIly C MOMEHTA €r0 yTBEPXKICHHS JIUPEKTOPOM M
JEHCTBYET GECCPOUHO, /10 3aMEHBI €r0 HOBBIM 110J105KeHueM.

2.4 Bce m3menenus B [Tooxenue BHOCITCS IIPUKA30M IUPEKTOpa.

2.5 Tlonoxenne 06s3aTeNBHO IS UCMONHEHHS BCEME pabOTHHKaMH, HENMOCPECTBEHHO
OCYIIECTBIISIOUIMMH 3aLIUTY MEPCOHATBHBIX IaHHBIX.

3. Uean u 3ana4m obecneveHus 6€30MacHOCTH MePCOHATbHBIX TaHHBIX

3.1 OcHOBHOIT LEeNBIO 0beceYeH s 6e30MaCHOCTH IEPCOHATIBHBIX NAaHHBIX, IIPH UX 00paboTKe B
MHpOPMAIMOHHON CHCTeMe, SBISeTCS 3aIuTa [IEPCOHANIBHBIX JaHHBIX OT HEIPAaBOMEPHOTO HJIH
CJly4alHOrO IOCTyNa K HUM, YHHYTOXEHHUS, M3MEHEHHs, OJIOKHPOBAHHSI, KOITMPOBAHUSI, IIPEIOCTaBIICHHS,
PaclpOCTPaHEHHs NMEPCOHANIBHBIX JaHHBIX, a TAKKE OT MHBIX HEIIPABOMEPHBIX NEHCTBHH B OTHOIICHHH
[IEPCOHAJIBHBIX JIAHHBIX.
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3.2 3anaueit, koropyro HEOOXOMMMO DEIINTD ISl JOCTHKEHHUS] [IOCTABJICHHOW MIEJIH, SIBIISIETCS
obecrneueHre 6e30MacHOCTH [IEPCOHANBHBIX TAHHBIX IIPU UX 00paboTKe B HH(OPMALIMOHHO CcHCTeMe ¢
TIOMOIIBIO CHCTEMBI 3aIMTBI UH(POPMAIHH, HEATPANU3YIOEeH aKTyanbHble Yrpo3bl, OIIpPEJICICHHEIE B
COOTBETCTBUH C 4YacThlO 5 crtaTeu 19 Qenepanbroro sakoma or 27.07.2006 r. No 152-®3 «O
NePCOHAIBHBIX JAHHBIX Y.

3.3 Cucrema 3alUTBI MEPCOHATBHBIX JAHHBIX B MH(OPMAIIHOHHOI CHCTEME BKITIOYACT B cebs
OPTAaHM3AIMOHHBIE M (/M) TEXHHYECKHE Mepbl, OIpeIeNeHHble ¢ YYETOM aKTyalbHBIX yrpo3
0e30MaCHOCTH  MepCOHANBHBIX  JMAHHBIX U MH(POPMAIMOHHBIX  TEXHOJIOTHA, UCIIONB3YyEeMBIX B
HH(POPMALIMOHHOM CHCTeME,

4. OcHOBHbIE IPHHIMIIBI MOCTPOEHHUS CHCTEMBI 3AIMHUTHI HH(OPMALUH

4.1 Cucrema 3amuTsl HHpOPMALMH OCHOBBIBAETCS Ha CIETYIOIMX MPHHIIMIIAX

- CHCTEMHOCTH;

- KOMILIEKCHOCTH;

- HENPEPBIBHOCTH 3alIUTHL;

- Pa3yMHOH I0CTaTOYHOCTH;

- THOKOCTH CHCTEMBI 3aIIHTHL

- TPOCTOTHI IPUMEHEHHSI CPEJCTB 3AIUTHL.

4.2 TlpuHUMT cHCTeMHOCTH - TIpENIonaraeT y4eT BCeX B3aMMOCBS3aHHBIX, B3aUMO/ICHCTBYIOIIUX
H H3MEHAIOLINXCS BO BDEMEHH 3JIEMEHTOB, YCJIOBHI U (bakTOpOB, 3HAYMMBIX UL OHMMAHHS U peleHus
npoOGiieMbl 0becnedeHnst 6e30MacHOCTH [IEPCOHAJIBHBIX JAHHBIX.

4.3 TIpUHIMI KOMIUIEKCHOCTH - TIpEAIIONaraeT, 4To CHCTeMa 3alUThl MH(GOPMALUH JOJKHA
BKJIIOYaTh COBOKYIHOCTh OOBEKTOB 3alUTBI, CHJ H CPCACTB, NPUHUMAEMBIX MeEp, MPOBOIUMBIX
MEPONPUATHH U NEHCTBHI 10 0GECHEeYeHHIO GE30MaCHOCTH OT BO3MOXHBIX YIpO3 BCEMH JOCTYITHBIMH
3aKOHHBIMH CPE/ICTBAMH, METOJIAMH U MEPOIPHUSTHSIMH.

4.4 llpuHUHMI  HempepbIBHOCTH 3allATBI  — 3TO mpouecc obecredyeHus 6e30MacHOCTH
TICpCOHANEHBIX JAHHBIX, OCYIIECTBIIAEMBIN PyKOBOICTBOM, OTBETCTBEHHBIM 32 OpraHu3anuioo o6paboTku
TICPCOHANIEHBIX JNaHHBIX H COTPYIHHKAMH BCEX YPOBHE. DTO HE TOIBKO M He CTOJIBKO IIpOILeTypa HITH
TOJIMTHKA, KOTOpast OCYIIECTBISAETCS B ONPEAE/IEHHBIH OTPe30K BPCMEHH HJIH COBOKYITHOCTH CPEJICTB
3aIIHUTBI, CKOJIBKO MPOLECC, KOTOPBIH TOJKEH IIOCTOSHHO MITH Ha BCEX YPOBHSX BHYTPH OpTraHH3aLMHU, H
KaJK/bIH COTPYAHHUK JOJDKEH [IPUHUMATh YYacTHE B STOM nporecce.

4.5 TlpuHIMI pasyMHOH JOCTaTOYHOCTH - TIpEAMoIaraT COOTBETCTBME YPOBHSI 3aTpaTr Ha
obecrieyeHne 6e30MaCHOCTH MEPCOHATBHBIX JAHHbIX LCHHOCTH HH(OPMAIMOHHBIX PECYPCOB U BEIHUUHE
BO3MOXHOIO yInepba oT UX pasriIalleHHus, yTpaThl, yTeUKH, YHUYTOXEHHUS U UCKAKECHHUS.

4.6 IlpuHIHMI rHOGKOCTH CHCTEMBbI 3alUThI - CHCTEMa obecneueHus 6e30MacHOCTH IEPCOHATBHBIX
A@HHBIX  NIOJDKHA OBITh CIOCOOHA pearmpoBaTh Ha M3MEHEHHS BHEIIHEI Cpebl H  YCIIOBUH
OCYIIECTBJICHUS CBOCH JIEITEILHOCTH.

4.7 llpMHUMI TPOCTOTHI NMPUMEHEHHUS CPEACTB 3AIUMUTHI - MEXAHU3MBbI 3aLUTHl JOJDKHBI OBITE
MHTYUTHBHO IOHSTHBI M IIPOCTBI B NMpUMeHeHHH. [IpHMeHeHHe CPEACTB 3AIMTHI HE [OJDKHO OBITH
CBA3AHO CO 3HAHUEM KaKHX-JIMOO S3BIKOB MIIM TPeGOBATH JOMOTHUTEILHBIX 3aTpar Ha €€ NpUMEHEHHUE, a
TaKKe HE I0JDKHO TPEOOBATh BHIOIHEHHS PYTHHHBIX MATOMOHSTHBIX OIepaLIHiA.

5. OcHOBHBIC MEPONIPHSTHS 110 06ECTIeYeHHIO §e30MACHOCTH MEePCOHAIbHBIX TAHHBIX

5.1 lns obecnevyeHus 3amqursl TIEPCOHANBHBIX J@HHBIX, 00pabaThIBAEMBIX B HH(OPMAILMOHHOMH
CHCTEME, IPOBOJIATCS CJIEIYIOIIHE MEPOIPHATHSL:

- OUPCACICHHC OTBETCTBEHHBIX JIHLL 32 00€CTIEUCHHE 3AIMUTHI IEPCOHATBHBIX JTAaHHBIX;

- ONPEICJICHHE aKTYaIBHBIX YIPO3 GE30MACHOCTH NIEPCOHATBHBIX AAHHBIX;

- ONPENCNCHHE yPOBHSA 3AIUIIEHHOCTH NEPCOHANBHBIX JaHHBIX;

" pealusallii NpaBHIl pasTpaHHYCHHsl NOCTYNA M BBEJCHHE OrPaHMYEHHH Ha JIeHCTBUS

I10JIb30BaTEJICH;

-  OrPaHHYCHHE JOCTyNa I[OJb30BaTeNiell B IOMEINCHMS, Tie pasMelEeHsl  OCHOBHBIE

TCXHUYCCKHUC CPEICTBA M CHUCTEMBI, I03BOJISION[HE OCYIIECTBIIAITH 00pabOTKY IEpCOHANBHBIX

JIaHHBIX;
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©  YHET U XpaHEHHEe ChEMHBIX MAIIMHHBIX HOCUTEIEH TIEPCOHATIBHBIX AHHBIX;

- OpraHusaumus pe3epBHPOBAHHS M BOCCTAHOBJICHHS pabotocrioco6HOCTH  TpOrpammEoro

obecnedeHns, 6a3 TaAHHBIX IICPCOHANIBHBIX TAaHHBIX U CPECTB 3aIMUThHI uHpOpMaIHH;

- OpraHM3alus [apoJbHOM 3aIMUTHI;

- OpraHu3alus aHTUBHPYCHOM 3aIUTHI;

- OpraHM3auus OOHOBIIEHHS IPOrPAMMHOTO 0OECIICYCH S H CPEACTB 3alUThI HH(POPMALIHY;

- HCHOJIE30BAHME CPE/CTB 3AIIUTHI MH(POPMALHH;

- HCHOJb30BaHHE CPEJCTB MIH(POBATBHOM (kpunTorpaduyeckoit) 3amuTe!

- OLEHKa 3} (PEeKTHBHOCTH MPHHUMAEMBIX MEp 10 00eCreYeHHIO Ge30aCHOCTH epPCOHATBHBIX

A@HHBIX 110 BBOZA B 9KCILTyaTaIlMIO CHCTEMBI 3ALIUTHI uHpopMarnuy;

- obHapyxeHHe (hakToB HCCAHKIHOHUPOBAHHOTO [IOCTYNA K MEPCOHAIBHBIM AHHBIM K

IPUHSATHE Mep;

- arTeCTanus HHPOPMAIIMOHHOM CHCTEMBI M BBOJ ee B JeHlcTBHE;

- KOHTPOJIb 33 NPUHUMACMBIMH MEpPaMH 10 OBECICYEHHIO 6e30MaCHOCTH [EPCOHATIBHBIX

JAaHHBIX.

5.2 3a Bompockl obecredeHus 6e30MaCHOCTH IICPCOHATIBHBIX JAaHHBIX, 00pabaThlBaeMbIX B
HH()OPMAIHOHHOM CHCTEME, 0TBEYAOT:

- Jlupekrop.

- OTBETCTBEHHBI 3a OpraHm3alUIO 00pabOTKH IEPCOHATBHBIX JAHHBIX - paboTHHK,
OTBEYAOLIMH 32 OPraHA3AIMIO H COCTOSHHE MPOLECCa 00pabOTKH MePCOHATBHBIX JAHHbIX.

- OtBercTBeHHBII 32 0GecnieueHue 6E30MaCHOCTH IEPCOHANIBHBIX TaHHBIX B HH()OPMALHOHHBIX

CHCTeMax—  pabOTHHK, OTBEYAOmMH  3a [IpABUIEHOCTb  HCIOJB30BAHHA M HOPMAJIBbHOE
(YHKIHOHHPOBAHUE YCTAHOBIEHHOM CHCTEMbI 3alMThl HHpOpManuy.
- AIMHHHCTPaTOp HHQOPMALMOHHBIX CHCTEM IICPCOHANBHBIX ~ JIAHHBIX — pabOTHHUK,

OTBEYAIOIIUH 3a NPaBHIBLHOCTH HCIOJB30BAHUS M Oecniepe6oitHoe, craGuBbHOE bynkunonuposanue
YCTAHOBJICHHBIX CHCTEM 00pPabOTKH I1€PCOHATBHBIX JAHHBIX.

5.3 AxTyambHble yrpo3bl G6e€30MaCHOCTH [ICPCOHATIBHBIX ~ NTaHHBIX, O00OpabaThiBaeMBIX B
MH(OPMALHOHHOH CcHCTeMe, ONpPCACIAIOTCA IO pe3yabTaTaM OLEHKH BO3MOXHOCTEH (moreHMana,
OCHAIICHHOCTH M MOTHMBALMM) BHEIUHHX M BHYTPEHHHX HapylIuTeNled, aHallu3a BO3MOXKHBIX
YA3BUMOCTEH HH(MOPMAIMOHHON CHCTEMBI, BO3MOXKHBIX CIIOCOGOR pean3anu yrpo3 06e30macHOCTH
ICPCOHATBHEIX  JAHHBIX M IOCNEACTBUA OT HAapyLIEHHS CBONCTB OezomacHocTn  MHMOpMarmK
(KOH(HIEHIIHATIBHOCTH, IEIOCTHOCTH, JIOCTYIIHOCTH).

5.4 JIns onpenesneHus yrpo3 6e30MacHOCTH [IEPCOHATIBHBIX NAaHHBIX M pa3paboTku «Mojenu
YTpo3 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX » IPUMEHAIOTCS. METOIHYECKUE IOKYMEHTBI, pa3paboTaHHbIe
u ytBepxaeHHple OCTOK Poccum B CoOTBETCTBHEH C noanyHkrom 4 mnyukra 8 IlonoxkeHus o
DenepanbHoii  ciyxbe 1o TCXHAIECKOMY M OKCIIOPTHOMY KOHTPOJIIO, YTBEpXKICHHOTO YKa30oM
[Ipe3unenta Poccuiickoit ®enepanuu ot 16 aBrycra 2004 r. Ne 1085.

5.5 VpoBeHs 3amuIeHHOCTH TICPCOHATIPHEIX JIaHHBIX, 00pabaThiBaeMbIX B HH(pOPMALHOHHOI
CHUCTCME, ONPENCIIACTCS, B COOTBETCTBHH C MMOCTAHOBIICHHEM [IpaButenscrBa Poccuiickoii ®enepanuu ot
01.11.2012 r. Ne 1119 «O6 YTBEPXKACHHU TPeOOBaHUH K 3alUTe MEPCOHANBHBIX JIAHHBIX IIPH UX
00paboTke B HHMOPMAIMOHHBIX CHCTEMAX [IEPCOHATBHBIX NaHHBIX» U odopmisieTcst B Bume «AKTa 06
ONpPEACICHUS YPOBHS 3aIIUINEHHOCTH IIEPCOHANBHBIX JAHHBIX .

5.6 Peanusanms npaBui pasrpaHudeHus AOCTYyIIa, K MEPCOHANbHBIM JaHHBIM, 06pabaThIBaeMbIM B
MH(OPMALIHOHHON CHCTEME, OCYIIECTBISETCS B COOTBETCTBHM ¢ «llonoxennem o paspenmrensHoit
CHCTEME JIOCTyIIA. .. », YTBEPIKACHHBIM IPHKA30M AUPEKTOpA.

5.7 OCHOBHBIE TEXHHYECKHE CPEICTBA M CHCTEMbI HH(pOPMAIMOHHON CHCTEMBI JIOJKHBI OBITH
PACIIOJIOKCHBI B IIOMEIICHHSX, HAXOMALIUXCA B Mpeesax TPAHUIBI  KOHTPOJIUPYEMOH 30HBI,
OIPE/IENICHHOM IPUKA30M TUPEKTOpA.

5.8 Jloctyn paGOTHHKOB B TIOMEIICHHUSA, B KOTOPBIX BeACTCsS 06pabOTKa MepCOHAIBHBIX JIaHHBIX,
OCYIIECTBIACTCS B COOTBETCTBHH ¢ «[IpaBmiamu nocTyna paGoTHHKOB B TIOMEIICHUS, B KOTOPBIX BEIECTCS
00paboTKa epCOHANBHBIX NAHHDIX. . . », YTBEPKICHHBIMU [IPUKA30M JJUPEKTOPA.
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5.9 Pa6oTa co cheMHBIME MaITHHHBIMK HOCHTEJIAMH [IEPCOHANBHBIX IAHHBIX B MH(DOPMAHOHHOI
CHCTEME OCYUICCTBJISETCS B COOTBETCTBHH C «ITopsinkom ofpameHns co cheMHBIMH MaIIuHHBIMHA
HOCHTE/IAMH NI€PCOHAIBHBIX TAHHBIX. .. », YTBEPIKICHHBIM IPHKa30M JTUPEKTOpA.

5.10  Opranusanus PE3CPBHPOBAHHS M BOCCTAHOBJICHHS PabOTOCIOCOOHOCTH IPOrpaMMHOI0
obecrieueHus, 6a3 TaHHBIX MIEPCOHATBHBIX AA@HHBIX H CPEICTB 3aIMTHI HHYOPMALHH B HH(MOPMALHOHHOI
CHCTEME OCYUICCTBIISAETCS B COOTBETCTBUH C «MHCTpyKIHEHi 0 nopsaKe OpraHu3aMH PE€3epPBUPOBAHMS U
BOCCTaHOBJIEHHS PpabOTOCIIOCOOGHOCTH MPOrpaMMHOro obecrieueHns, 6a3 NaHHBIX K CPE/CTB 3allUThI
MH(OPMAIIHH. ... », yTBEPIKACHHOH IPUKa30M JHPEKTOpa.

5.11 Opraumsauus maponsHOH 3amuTsl B HH(POPMAIHOHHOH CcHCTeMe OCYILECTBIISIETCS. B
COOTBETCTBHU ¢ «MHCTpykimel mo opranmsamuu MapOJIbHOM 3AIIMUTHL...», YTBEPKACHHOM IIPUKA30M
JUpEKTOpa.

5.12  Opraumsanus AHTHBUPYCHOH 3alMTHl B HH(GOPMAIHOHHON CHCTeMe OCYIIIECTBIISIETCSA B
cootBercTBUH ¢ «MHCTpyKIMel o opranuzauu AHTHBHUPYCHOH 3alLIATBL...», YTBEPXKAECHHON PUKA30M
JIUpEKTOpa.

5.13  Opranusauust oGHOBIIEHHS IPOTrPaAMMHOr0 00ECIIEYCHHUS U CPE/ICTB 3alUThI uHpopMaLuH
B MH(OPMAIMOHHON CHCTEME OCYIIECTBISETCS B COOTBETCTBUM ¢ «MHCTpykimeidl no oprauusanum
OOHOBJIEHHSI [IPOrPaMMHOIO OGECIICYeHUS K CPCACTB  3alUMThl HMH(QOPMAIHH...», YTBEpPKIACHHOMH
IPUKA30M JTUPEKTOpA.

5.14  Jlns  obecreyeHHst  3amuThHI [ICPCOHANBHBIX =~ NaHHBIX, 0OpabaTblBaeMbIX B
MH(OPMAIMOHHOH CHCTEME, MPHUMEHSIOTCS CpeICTBA 3alUTBI HH(POPMALUH, MpOIIE/IIHe OLIEHKY
COOTBETCTBHS B (popMe 06A3aTe/bHOM CepTH(HUKALNY HA COOTBETCTRIE TPeOOBaHHUSM 110 6e30MacHOCTH
HHpOpMaLKK, B Cilydasx, Korja TIPUMCHEHHE TaKUX CPEACTB HEOOXOMMMO [Uisl HeHTpaiu3ariu
aKTYaJlbHBIX yIpo3 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX.

5.15  Bee cpencta 3ammrhl nupopmarmmy, OKCILTyaTallMOHHASA ¥ TEXHUYECKasl JOKyMEHTAIHS K
HHUM, YIHUTBIBAIOTCS U 3aHOCSATCS OTBETCTBEHHBIM 3a 06GeCIIeYeHHe Ge30MacHOCTH NEPCOHAIBHBIX JaHHBIX
B HH()OPMALHOHHEIX CHCTEMAx B «Kypnan ydera cpeqcTB 3ammThl HH(OPMAIUH, SKCILTYaTAHOHHOM 1
TEXHHYECKOH JOKyMEHTAIMK K HUM B BY «Hsrauckuii TeXHoorn4eckui koswtex» (Ipunoxenne 1).

5.16 VYcraHoBKka M HacTpoiika CPeICTB 3alUThl HHPOPMAUMH B HHPOPMALMOHHON CHCTEME
TICPCOHATLHBIX TAHHBIX POBOJUTCS B COOTBETCTBUH C SKCILTYaTALMOHHOI JOKYMEHTAllMER Ha cHCTEMy
3alUTBI IEPCOHANBHBIX IAHHBIX M JOKYMEHTALMel Ha CPeICTBA 3alHThI uHpopManuu.

517 Jlns  obecrmedeHHs  3alUThI [ICPCOHATIBHBIX = NTAHHBIX,  0OpabaTbIBaeMbIX B
HH(OPMAIMOHHOM CHCTEME ITepPCOHATBHBIX AQHHBIX, IIpH UX MEpeJaye 10 OTKPHITBIM KaHalaM CBS3H,
TPHMEHAIOTCS UIH(POBATIBHBIE (KPHITOrpadHuyecKue) CpeACTBa 3alMTHI HH(POPMALHH.

5.18  Ob6pamenne ¢  mHppoBATBHBIME (KPUITOrpaMYECKUMH)  CPEACTBAMH  3AIHTHI
HHOODMAILIMH,  JKCILTyaTHPYeMBIMH B MHDOPMAILIMOHHOM  CHCTEME  MepCOHATBHBIX JIaHHBIX,
OCYIICCTBIISIETCS. B COOTBETCTBHH ¢  «MHCTpyKmue# o O0palleHnI0 ¢ mHpPOBAILHBIMH
(kpunTorpapuYecKUuME) CpeICTBAMMU 3AIIHTHI MH(OPMAIIHH. .. », yTBEPHKIEHHOM [IPUKA3OM IUPEKTOpa.

5.19 OrerctBeHHOMY 13a  obecHeucHue 0C30MacHOCTH  MEPCOHANBHBIX  JAHHBIX B
HH(POPMAIIMOHHBIX CHCTEMAX HIIH AIMHHUCTPATOPY HH(OPMAIMOHHON! CHCTEMBI MEPCOHANBHBIX JAHHDIX
AOJDKHBI COOOIIATHCS THOObIE HHUMAEHTH HHYOPMALMOHHO 0e30MacHOCTH, B KOTOPBIE BXOIAT:

- GaKkTel NOmBITOK M  ycmemHo PCaliM3alni  HECAHKUHOHMPOBAHHOTO  J0CTyNa B

HH(POPMAILMOHHYIO CHCTEMY NEPCOHATBHBIX JTAaHHBIX;

- (aKThl MOMBITOK M YCHENIHOI pean3anuu HECaHKIIHOHMPOBAHHOIO JIOCTYMA B IIOMEILECHUS, B

KOTOPBIX Be/IeTCst 00paboTKa IIepCOHATBHBIX JaHHBIX;

- (haKTbl c60s HIIH HEKOPPEKTHOI PaGOTHI CHCTEM 00pabOTKH MePCOHANBHBIX TAHHBIX;

- haxThl c60s HITH HEKOPPEKTHOI paGoTHI CPEeACTB 3alUTHI HH(POPMAIHH;

- ¢axTsl pasriamenus undopmarmu, COZepIKalIell IePCOHATBHBIE NaHHbIE, 06pabaThIBAEMbIE B

HH()OPMAIMOHHOIT CHCTEME TTePCOHATBHBIX JAHHBIX;

- ¢akTel pasrmameHns wuHGOPMAUMH O MeTogax M crmocobax 3amuTel M 06paboTKH

[IePCOHANIBHBIX aHHBIX B HH(OPMALIUOHHON CHCTEME.
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520 Pa36op wmHIHEEHTOB HHPOPMALIHOHHON  Ge30macHoCTH IIPOBOJUTCSA,  COIJIaCHO
«PernamenTy pearupoBamus Ha HHIUICHTBl HH()OPMAUHOHHONH 6e30macHOCTH B HH(POPMAIHOHHBIX
CHCTEMaX MEPCOHABHBIX JAHHEIX. .. », YTBEPXKACHHOMY IIPHKA30M JHPEKTOPA.

5.21  KoHTponb 3a mpuHHMaeMbIMu MEpaMH 0 0OecredeHuro 6e30MacHOCTH NEPCOHAIBHBIX
AQHHBIX, OCYIIECTBIIACTCA B COOTBETCTBHH C «PeriaMentom TIPOBE/ICHUS. BHYTPEHHETO KOHTPOJIS
COOTBETCTBHS 00PabOTKH MEPCOHATBHBIX JAHHBIX. .. », YTBEPIKIECHHBIM IPUKA30M JIUPEKTOPA.

6. OrBercTBeHHOCTD

6.1 Bce paGoTHukw, AONMYIICHHEIC B YCTaHOBICHHOM MOpSIKE K paboTe ¢ [IEPCOHAILHBIMH
AQHHBIMH, HECYT aJIMUHHCTPATUBHYIO, MAarepHabHyIO, YTOJIOBHYIO OTBETCTBEHHOCTD B COOTBETCTBHH C
JCHCTBYIOIIUM 3aKOHONATENIHLCTBOM 34 obecreyeHne COXPaHHOCTH H COOJIFOICHHIO TIpaBHIT paboThI ¢

[I€PCOHAILHBIMHU JTaHHBIMH.
6.2 OTBETCTBEHHOCTH 3a [J0BEICHHE TpeOoBanuit HacTosmero [Tonoxenus no paboOTHHKOB HeceT
OTBETCTBEHHBIH 32 OPraHU3ALMIO 06PaGOTKH MEPCOHANBHBIX TAHHBIX.
6.3 OTBeTCTBEHHOCTH 3a ObecreyeHHe MEPOIIPUATHH 110 peatn3aluu TpeGOBaHUI HACTOAIIEro
Ilonoxenus mecer oTBercTBeHHBIN 3a oGecmeuenue 0e30MaCHOCTH  MepCOHANBHBIX JAHHBIX B

HHPOPMAILIHOHHBIX CHCTEMAX.



Ne

IIpunoxenue 1

K [lonoxenuro 06 oGecneyennn Ge3omnacHocTH NEPCOHAJILHBIX JJAHHBIX,
00pabaThIBaeMBbIX B HHOPMALMOHHBIX CHCTEMAX NEPCOHAIBHBIX
AaHHBIX BY «Hsrauckuii Texnomornyeckuii KOJUIE XK »

Kypuan yuera cpeacrs samuroi HH}OPMALHH, IKCIUTYyATAMOHHOI M TeXHHYeCKOii AOKYMEHTAIMH K HUM

B BY «Hsiranckmii Texnosornueckuii KOJLJIEI3K»

Hauar: « » 20 r.

—_— &V

OKOHUYEH: « » 20 r.

Ha JIUCTax

Hus. Ne

HHnexc n HaumeHoBaHue
CPEACTBA 33U ThI HHPOPMALHH

HaumeHnosanue
OpraHu3aluy, MecTo ycTanoBku [Ipumeuanue
ycraHoBuBiiei C3U

Cepuiinbiit (3aBoacKkoif) Howmep cnemmansroro
HOMep 3AIATHOTO 3HaKa

2
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